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             REDUCING CYBER SECURITY RISKS IN 

VIDEO SURVEILLANCE CAMERAS 

 

1. Introduction 

1.1 Background 

The use of security cameras1 by organizations and individuals in the economy is 

increasing, as it is common to see cameras that help detect unusual incidents, such 

as acts of violence in educational institutions and events, burglary of private homes 

and shared buildings, and security or safety incidents. In addition, the use of 

security cameras is a cornerstone in the concept of “smart cities”, which 

significantly increases the number of information consumers and the scope of 

deployment. It is common to refer to security cameras as an Internet of Things 

(IoT) device when many users connect these devices to the Internet. As a result, 

these devices may be accessible any time any place, which makes them an attractive 

destination for attackers in cyberspace.  

Moreover, some security cameras have not been developed in accordance with 

accepted secure development principles such as Secure by Design and Privacy by 

Design, which significantly increases the level of exposure to cyber risks. 

In light of this, it can be seen that enemy and rival activity is taking place in the 

Israeli cyber space for the misuse of security cameras, including the takeover of 

cameras in order to produce valuable information about the activities of forces and 

people. 

It is common to see worldwide that security cameras are a fertile infrastructure for 

a cyber epidemic, such as Mirai Botnet on its various versions, which has been 

active since 2016, and Mozi IoT Botnet, which has been active since approx. 2020.  

In recent years, some manufacturers have begun to integrate computer capabilities 

based on computer vision technology and other technology, as an integral part of 

the security camera system, to offer added value to users. This added value may 

include describing a real-time snapshot while video summarizing, identifying 

objects such as license plate (LPR and ALPR), human faces, weapons, or car 

accidents, and the existence of predictability for the occurrence of exceptional 

                                            
1 Alternatively: closed circuit television (CCTV) 
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events such as a violent riot. It should be noted that these advanced capabilities 

require individual attention to the issue of privacy protection, which requires the 

integration of the legal advisor to the organization already at the initiation stage of 

the camera project. 

 

Image 1:  Surveillance control room 

 

Regarding the use of facial recognition in public space, in all its aspects, the 

policy document published by the Identity and Biometric Applications Unit in the 

National Cyber Directorate should be referred to: 

https://www.gov.il/he/departments/general/face_recognition  

(Hereinafter: “Facial Recognition in Public Spaces Document”). 

 

1.2 Typical Architecture – security camera system 

The following diagram shows the typical architecture of a typical security camera 

system: 
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Figure 1:  Typical Architecture – security camera system 

 

 

The following table reviews common types of sensors in security cameras: 

No. Sensor type 

1. Daylight-support optical camera 

2. An optical camera that includes amplification of starlight 

3. Passive infrared (IR) camera 

4. Active infrared (IR) camera (includes IR lamp, including use of ZLID night 

vision technology) 

5. LiDAR - technology for measuring distance by illuminating the target 

with a laser beam, and measuring the time it takes for the light beam to 

return to the receiver. 

6. Radar based on radio frequency usage (RF) 

7. Physical location detection such as GPS 

8. Eavesdropping/ microphone 

Sensor

Command and Control

Storage System

Data Communication

Analytics

User Interface
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9. Gyroscope - measures angular velocity and provides the angle of rotation 

10. Accelerometer – Measures linear acceleration and provides the speed and 

distance of movement 

11. Manometer 

12. Smoke detection 

Table 1: Types of common sensors in security camera systems 

 
 

The following table reviews common types of devices / services for controlling, 

monitoring, and storing security cameras: 

No. Device type 

1. DVR (Digital Video Recorder) 

2. NVR (Network Video Recorder) 

3. VMS (Video Management Software) 

4. VSaaS (Video Surveillance as a Service) 

Table 2:  Types of common devices/services for the controlling, monitoring, and 

storing security cameras. 

 

The use of security cameras in public and private space is common in Israel and around the world, 

with security cameras being a preferred target for attackers in cyberspace. 

 

Security cameras may record valuable information, which may constitute a database in accordance 

with the Privacy Protection Act. 

 

The following table reviews common data communication protocols that may be 

supported by the security camera system: 
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Table 3: Common data communication protocols that may be supported by the 

security camera system 

 

It should be noted that some security cameras still use coaxial cabling (analog 

infrastructure).  

 

The following is an example of the analytics capabilities that a security camera 

system can provide to an organization: 

A. Locating contracts or audio by date, camera location, etc. 

B. Search for entities by keyword (such as vehicle type X, vehicle with number 

Y, vehicle of color Z). 

C. Biometric identification of a person, such as “face identification”. 

D. Detection of the presence of dangerous objects such as cold or hot weapons. 

E. Detection of a baseline or anomaly. For example: 

- Moving an object from a fixed place. 

- Abnormal traffic of several pedestrians at a given time. 

- Extraordinary Activity (VMD). 

- Change in terrain / image 

F. Correlation with data from tangent systems such as output system presence 

or physical access control system (PACS). 

 

The following table reviews common user interface types that may serve the 

security camera system: 

No. Interface type 
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1. Computer application/ browser 

2. Phone application 

3. Screen 

4. Earphones/ speakers 

5. Augmented Reality Glasses 

6. Virtual Reality Glasses 

7. Mixed Reality Glasses 

8. Wearable Computing 

9. Brain Computer Interface 

Table 4: Common types of user interfaces that may serve a security camera system. 

 

 

1.3 Typical Architecture - network environment that supports security 

camera systems 

The following diagram shows the typical architecture of a typical network 

environment that supports security camera systems: 
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Figure 2: Typical architecture of network environment that supports security 

camera systems. 

 

This diagram demonstrates that the management interface of the camera system 

may be in the DVR device, as well as in the security cameras. 

 

Given the fact that camera management interfaces are a preferred attack target 

in cyberspace, and that the level of protection built into security cameras may be 

diverse, it is very important to ensure that these interfaces are not directly 

exposed to the Internet. 
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2. Purposes and Objectives 
This document presents best practices for reducing cyber security risks in video 

surveillance systems. 

 

3. Target Audience 
This document has been written for the Chief Information Security Office (CISO) in 

an organization, persons qualified in Cybersecurity Methodology Professional, 

qualified Cyber Security Technology Professional (Cybersecurity Architect), qualified 

in Cyber Security Practitioner, Chief Security Office (CSO) and data communications 

/ teleprocessing / IT / system people. 

Others who may derive benefit from this document are the Chief information Officer 

(CIO), Chief Technology Officers (CTO), Data Protection Officer (DPO), operations 

managers, and business executives who are required to approve risk assessments 

of cyber assets/ processes in the business. 

 

4. Limits of the Document 
This document focuses on recommended courses of action to reduce cyber security 

risks in video surveillance systems. 

It should be noted that the document does not deal at length with matters on which 

the National Cyber Directorate has already written and published specific 

documents.  An example is the individual protection of a system and infrastructure, 

which is discussed in the document “Theory of Cyber Protection in an Organization 
\ Cyber Defense Doctrine”, written and published by the National Cyber Directorate. 

Moreover, this document does not provide full coverage for issues arising from the 

integration of security cameras in complex processes such as chemical, biological, 

radiological or nuclear (CERN) infrastructure protection. 
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5. Threats derived from attacks on Surveillance Cameras 
The following is a review of the main threats deriving from attacks on surveillance 

cameras: 

No. Threat name Description 

1.  Takeover of 

management interface 

Vulnerability or misconfiguration may allow an attacker to take 

control of the management interface. 

The following are common causes of abuse: 

A. Using a Default Password. 

B. Weak Password Policy. 

C. Using identical passwords on multiple sites/ services, which 

increases the likelihood of high exposure due to password 

leakage. 

D. Lack of temporary account locking in the event of an attack 

such as a Brute Force Attack. 

E. Direct exposure of a web management interface (including 

HTTP, HTTPS, SSH), which makes the camera likely to be 

targeted. 

F. Lack of MFA realization. 

G. Vulnerability without the availability of a security update 

(patch) or failure to implement an existing security update. 

H. Using protocols with known vulnerabilities such as HTTP or 

Telnet. 

I. Working with outdated old browsers without the ability to 

upgrade to the latest version due to technological 

incompatibility. 

2.  User Session 

Hijacking 

An attacker could hijack a user session, gaining access to the 

camera system. The following are examples of the realization of 

the attack: 

A. Inserting malware to the user's computer (including a 

browser plug-in), which in turn will allow the theft of 

identification information that the user types or sending 

SSRF requests. 

B. Using an XSS \ CSRF vulnerability to send user traffic to a 

destination under the attacker’s control. 
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No. Threat name Description 

3.  Man-in-the-Middle 

Attack (MITM) 

Man in the Middle attack for unauthorized viewing of data - 

ability to connect to the system, take over, or eavesdrop and 

view materials or photographic products. 

4.  Using the camera as 

a gateway for 

intrusion into the 

organization 

Vulnerability or misconfiguration of the camera may allow 

intrusion into the organization, and further attacks. 

5.  Use of the camera as 

a gateway for 

intrusion into a 

mobile phone in 

which a management 

application is 

installed 

Vulnerability or misconfiguration in the camera may allow 

intrusion into a mobile phone that has a management 

application installed, and further attacks. 

6.  Use of the viewing 

station as a gateway 

between networks 

with different trust 

levels 

A user may connect the viewing station to networks with 

different trust levels, which may create a security gap and an 

opportunity for validity. 

7.  Misuse of client-side 

application 

components 

Misuse of client-side application components. 

The following is an overview of common procedures: 

A. Perform intelligence gathering using built-in capabilities in 

the app. 

B. Exploitation of the app's overrides for the purpose of 

violating the confidentiality, availability, or integrity of the 

information. 

8.  Illegal publication of 

mobile application for 

"Camera 

Management" 

An attacker could illegally publish a mobile “camera 

management” app for the purpose of fooling users into 

installing malicious software. 

9.  Data Leakage A. An attacker who has gained access to cameras or storage 

systems may have the ability to leak sensitive/ confidential 

information via the IT network or a mobile device 

connection, for example. 
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No. Threat name Description 

B. An attacker who has gained access to the cameras may use 

a sensor (such as an IR lamp or a camera aperture) to leak 

information. 

C. Installation in the wrong location or lack of adequate sensor 

direction may result in documentation of sensitive/ 

confidential information. 

10.  Receiving remote 

commands using the 

sensor 

An attacker who had previously gained a foothold in the 

camera system might use the sensor's input system to receive 

remote activation commands from malware installed by him. 

11.  Disrupting or deleting 

recordings 

A. Disrupting or deleting recordings by unauthorized access, 

making changes to images, changing the value of a clock so 

that the recording system will rewrite historical information, 

and so on. This in turn may harm legal evidence that may 

serve the organization or other relevant entity. 

B. It should be noted that many DVR \ NDR devices do not 

include advanced backup capabilities such as “cold backup” 

outside the device. Thus, the reliance on RAID-level 

survivability capabilities does not guarantee the ability to 

recover the information in case of need. 

12.  Invasion of privacy A. Using security cameras to track a person illegally. 

B. Identifying common behavior patterns of several people. 

C. Extortion through the threat of disseminating sensitive/ 

confidential information previously collected through 

security cameras. 

D. Installation in the wrong location or lack of adequate 

direction of the sensor may infringe on the privacy of a 

particular person, such as a photo of entering a comfort 

room. 

E. Misuse of built-in management capabilities on PTZ cameras 

to enlarge an image or change the shooting direction. 

F. Activation of a sensor without the knowledge and / or 

approval of a qualified entity (Camfecting). 

13.  Improper operation 

leading to system 

errors, which could 

lead to human rights 

A. Lack of ability to determine an accurate indication of event 

cold time, which may result from a poor time 

synchronization process. It should be noted that this issue 
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No. Threat name Description 

violations, or system 

errors that could lead 

to lack of evidence / 

results required for 

legal proceedings 

may have admissibility and evidentiary weight in legal 

proceedings. 

B. The tension between individual privacy and law 

enforcement. 

14.  Physical theft Physical theft of a camera or storage unit that contains 

sensitive/ confidential information such as a recording. 

15.  Physical damage Damage to the camera lens, physical deflection of the camera 

from its viewing segment, spraying the surface of the lens with 

paint, or other damage. 

16.  Online attacks to 

disable or prevent 

system access 

Hostile takeover and hacking for the purpose of disabling 

security camera activity. In many incidents, the attacker took 

over cameras, disabled activities and changed their access 

passwords. In other cases, ransomware attacks were carried 

out on the camera and the like. 

17.  Security risk to the 

State of Israel, 

focusing on the 

security of our forces 

An attacker who has gained access to the camera or recording 

may use them for security risk to the State of Israel in focusing 

on the security of our forces, such as locating forces in real 

time or mapping security routines. 

18.  Utilizing camera 

infrastructure in 

favor of third-party 

attack / cyber 

epidemic 

An attacker could exploit a vulnerability to turn a camera into 

a bot that can be activated in favor of a third-party cyber-

attack, such as a distributed denial of service (DDoS) / cyber 

epidemic attack. 

19.  Non-compliance with 

legal and regulatory 

requirements 

A. Security camera output may constitute a "database" in 

accordance with the law. Failure to take appropriate security 

measures may constitute a legal / regulatory violation. 

B. Disruption or deletion of a recording may constitute a legal 

/ regulatory violation, such as deletion of legal evidence. 

C. Storing information output from security cameras in a cloud 

service located in a foreign country, contrary to the 

requirements of law and regulation. 

D. Retention of sensitive / confidential information without any 

real need. 

E. Eavesdropping. 
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No. Threat name Description 

F. Providing access to the camera system to unauthorized 

parties. 

For more information on this, see the position of the Privacy 

Protection Authority at the link: 

https://www.gov.il/he/departments/general/surveillance_camera

s_info 

20.  Embedding false 

information in the 

recording 

An attacker could embed false information in a photo/ 

recording repository for the purpose of indicting a person or 

for another purpose. 

21.  Exploitation of 

Vulnerability in 

Software Update 

Mechanisms 

An attacker could exploit a vulnerability in a software update 

mechanism. 

The following is an overview of common procedures: 

A. Malicious local firmware loading 

B. Remote loading of malicious firmware 

C. Vulnerability in FOTA \ SOTA Protocol 

22.  Manipulation of data 

traffic 

Manipulating data traffic to obtain an achievement for the 

attacker. 

The following is an overview of common procedures: 

A. Recording, and retransmission of historical data traffic. 

B. Injecting commands / malicious code / damage as part of an 

existing or new Session. 

C. Change network routing for the purpose of transferring 

traffic through a cyber asset that is under valid control. 

D. Performing a traffic manipulation to cause the existing 

software update mechanism in the camera system to pull a 

malicious update from a site that is under valid control. 

23.  Hardware or 

Software Implant 

An attacker (including the manufacturer) may perform 

hardware or software implantation, thus incorporating a 

backdoor, a red button, or a logic bomb. 

24.  Manipulation of 

algorithms (e.g., AI of 

the analytics system) 

An attacker could manipulate algorithms (such as AI) of the 

analytics system. 

The following is an overview of common procedures: 
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No. Threat name Description 

A. Presentation Attack - Displays a printed or embedded or 

projected image of an entity such as a human or a vehicle 

plate. 

B. Replay Attack of a video containing documentation of a 

human-like entity. 

C. Using a 3D Mask Attack to reconstruct human features or to 

avoid detection. 

D. Inserting "noise" (including physical noise) that disrupts the 

work of the algorithm or photography system. 

E. “Deepfake” - Use of computer software capable of creating a 

synthetic video or image, representing a person in a realistic 

way, to create a false representation that it is a legitimate 

video. 

F. Utilizing an algorithm vulnerability to hide malicious activity 

or create a false event. 

G. Disruption of the laws of analytics. Such as shifting the 

viewing segment of the camera, changing / deleting the law 

of analytics 

For more information on the subject, see reference 

documents2. 

25.  Eavesdropping An attacker could intercept information that passes over a public 

network (such as the Internet), and then perform various actions 

in order to decrypt it. 

Table 5:  Main threats deriving from attacks on surveillance cameras. 

 

It should be noted that the list above does not review all the threats derived 

from the use of cloud services. In view of this, for mapping all possible threats, 

it is recommended to review the accepted professional literature and 

methodologies Matrix MITER ATT & CK Cloud3 and documents of the Cloud 

                                            
2 MITRE | ATLAS 

https://atlas.mitre.org/ 

Securing Machine Learning Algorithms, ENISA, December 14, 2021 

https://www.enisa.europa.eu/publications/securing-machine-learning-algorithms 
3 MITRE ATT&CK Cloud Matrix 

https://attack.mitre.org/matrices/enterprise/cloud/ 
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Security Alliance (CSA)4. 

` 

 

6. Recommended Courses of Action – Reducing Cyber 

Security Risks in Video Surveillance Cameras 

 

This section presents a list of recommended courses of action, the proper 

implementation of which will help reduce cyber risks from security cameras, as 

detailed below: 

No. Recommendation Done 

- 
Yes/N

o 

 Physical security  

1.  The organization should take acceptable actions to prevent 

physical access to the camera system. 

The following are application examples: 

A. Installation of the camera at a height so that a person 

cannot access it without assistance 

B. Installation of the camera in a Tamper Resistance cabinet, 

while implementing a Tamper-Evident mechanism such as 

transmitting an alert using an alarm system. 

C. Removing the recording device in a way that makes it 

difficult to locate and steal. 

D. Installing network points and cabling in a remote manner 

in outdoor areas or areas with public access. 

E. Using indication stickers on openings / connections / 

threads, while conducting periodic inspections to detect 

unauthorized access attempts. 

F. Physical disconnection of non-essential cable from the 

network points of the switch. 

 

                                            
4 Top Threats 

https://cloudsecurityalliance.org/research/working-groups/top-threats/ 
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G. Using dummy cameras to improve the level of visibility of 

the camera array. 

H. Ensuring that there is an overlap between the camera’s 

visible areas so that unauthorized access attempts to the 

camera can be detected and discovered in real time. 

2.  The organization should make sure that the camera has built-in 

capabilities for blocking sabotage, and exposing sabotage. 
 

3.  The organization should take acceptable actions so that even if 

an attacker has gained control of a camera or recording, his 

ability to produce valuable information about security routines 

will be as low as possible. 

Application examples: 

A. Carrying out fence patrols that do not comply with the 

predictable layout. 

B. Perform actions to create visibility. 

C. Aim the camera at areas that do not record sensitive 

security routines. 

D. Use of passive or active camouflage devices. 

 

4.  The organization should ensure access to the camera system for 

users only after completing the background checks required by 

law. 

Example of implementation: Performing background checks in 

accordance with the requirements of the Law for the Prevention 

of the Employment of Sex Offenders in Certain Institutions, 5771-

2001. 

 

5.  The organization should ensure the implementation of physical 

protection in accordance with the principles of CPTED (Crime 

Prevention Through Environmental Design). In general, the 

security manager should be involved in this process. 

 

6.  The organization should conduct a periodic tour to verify the 

structural integrity of the security cameras. 
 

7.  The organization should ensure that the security cameras are 

installed so that there is an overlap between the shooting areas, 

so that an unauthorized attempt to access a particular camera is 

documented and located by an anonymous camera. 
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8.  The organization should consider using camouflage security 

cameras to lower the level of exposure. 
 

9.  The organization should ensure that the security cameras meet 

the conditions typical of the operating environment and extreme 

conditions such as resilience to physical violence. 

For more information, the following standard should be reviewed: 

A. IEC 60529 - DEGREES OF PROTECTION PROVIDED BY 

ENCLOSURES (IP CODE) 

B. IEC 62262: 2002 - Degrees of protection provided by 

enclosures for electrical equipment against external 

mechanical impacts (IK code) 

C. IEC 60068-2-75: 1997 - Environmental testing - Part 2-

75: Tests - Test Eh: Hammer tests 

D. U.S. EMI MIL-STD-461E 

E. U.S. MIL-STD-810 

 

 Logical access control  

10.  The organization should ensure that the system of cameras 

(camera, DVR, etc.) is not exposed to the Internet. Given that 

remote access is required it is advisable to take the following 

steps: 

A. Providing access according to an individual Allow list of 

authorized addresses. 

B. Provide access using VPN or SDP. 

C. Hosting the camera page as an Iframe and exposing it as 

a web page protected by WAF and IPS. 

 

11.  The organization should ensure that access to the camera system 

is granted in accordance with the principle of providing low 

access level (Least Privilege Access), and this applies access 

control both at the enterprise FW level and at the device level 

itself (camera, DVR, etc.). 

 

12.  The organization should periodically verify that the camera 

address is not registered with the Cyber Intelligence Services (CI). 
 

13.  The organization should ensure that the camera system is 

embedded in a dedicated segment or VLAN that is not linked to 

the organization's other cyber assets. In an organization with a 
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medium or higher level of risk, it should at least implement Micro 

segmentation. 

14.  The organization should continually ensure that unauthorized 

cyber assets cannot be connected to the camera network, by using 

a single-value identification element of the cyber asset, which 

cannot be easily forged or duplicated. 

Example of application: Implementation of 802.x protocol in the 

data communication system, while using the NAC system, and an 

authentication process based on the EAP-TLS protocol. 

 

15.  The organization should not use a wireless network to link 

security camera components. 
 

16.  The organization should not use a wireless network to link 

security camera components. 

The organization should ensure that access to the management 

interface is made from within the organization through the OOB 

network. 

 

17.  The organization should ensure that the priority of security 

camera traffic so that in the event of a cyber incident or an 

unusual load, it will be possible to access the management 

interface. 

Application example: Using a QoS mechanism. 

 

18.  The organization should make sure that inactive network points 

are set in the communication switch in "Shutdown" mode. 
 

19.  The organization should ensure that when using a cellular 

network to manage the camera system, the APN infrastructure, 

which does not have Internet access, is used. 

For more information, see: 

APN Infrastructure Security - Application Recommendations. 

National Cyber System (September 2020) 

https://www.gov.il/he/departments/general/apn 

 

 System Hardening  

20.  The organization should ensure that as part of the security system 

development the manufacturer has implemented accepted 

principles for secure design, and design for privacy, and that the 
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security mechanisms for implementing these principles are 

activated by default. 

21.  The organization should block the possibility of working with 

vulnerable protocols. 

The following is an example of a vulnerable protocol: 

A. HTTP 

B. Telnet 

C. TFTP 

D. FTP 

E. SSL 

F. TLS v1.0 

G. TLS v1.1 

H. SNMP v2 

I. UPnP 

 

22.  The organization should replace the digital certificate that comes 

built-in (default) with a certificate designed for this purpose. 
 

23.  The organization should ensure sterilization or blockage of 

physical interfaces that are not required for routine work such as 

USB interface, RS-232 interface and RS-485 interface. 

Application example: 

Use a physical barrier to prevent unauthorized connection to the 

USB interface 

 

24.  The organization should ensure the existence of active support in 

the boot process that verifies the originality and reliability of the 

software components, from the start-up phase to the completion 

of the operating system (Secure Boot). 

 

25.  The organization should verify that cryptographic operations are 

performed at the device (chip) level, and not at the operating 

system / application level. 

Application example: Using a TPM. 

 

26.  The organization should ensure that cryptographic key storage is 

done in a dedicated hardened hardware device, which prevents 

the possibility of exporting the key. 
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Application example: Using a TPM. 

27.  The organization should perform a continuous periodic check to 

detect anomalies in configuration settings and files. 

Application example: FIM implementation. 

 

28.  The organization should ensure the synchronization of the camera 

system components clock with a reliable internal organizational 

time clock. 

 

29.  The organization should ensure that the user cannot save the 

credentials on the client side (such as username and password in 

the browser), to prevent the possibility of performing automatic 

login. 

 

 User Accounts and Session  

30.  The organization should ensure that no Default Passwords, 

identical passwords on different sites/ services, or easily 

guessable passwords are used. As a preventative control it is 

proposed to purchase cameras that have a built-in mechanism of 

changing a default password. 

 

31.  The organization should apply a password policy according to its 

needs. 
 

32.  The organization should verify that the passwords are not stored 

openly (Cleartext) on the device. 

Example of implementation: Verification that the manufacturer 

has implemented a password storage mechanism that includes 

implementation in Hash + Dynamic Salt. 

 

33.  The organization should make use of the MFA, when applicable.  

34.  The organization should ensure that a user account lockout is 

applied after 5 unsuccessful identification attempts, for at least 

60 minutes. 

 

35.  The organization should verify a server-side disconnection of an 

inactive user account for more than 5 minutes. 
 

36.  The organization should ensure a limitation of the number of 

activities that a user account can use at a given time (Session 

Throttling). 
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37.  The organization should ensure the application of the principle of 

least privilege and the granting of access in accordance with the 

principle of need to know. This includes reference to live viewing 

permission, viewing a recording, playback, playback of a video, 

archive, use of camera capabilities, and the like. 

 

 Data protection  

38.  The organization should verify the encryption of sensitive/ 

confidential information at rest. It should be noted that some 

solution makers implement this requirement as part of the 

recording encoding process. 

 

39.  The organization should ensure that access to the management 

interfaces and the transmission of information In Transit are 

possible subject to the application of up-to-date and standard 

encryption. 

Application example: Using TLS v1.3 protocol and AES 256 Bit 

algorithm for symmetric encryption. 

 

40.  The organization should verify that the user password is not sent 

as is. 

Application Example: Using Digest Authentication 

 

41.  The organization should verify that in real time the recording is 

digitally signed and/ or that a watermark has been added to it, 

dedicated to each frame, to verify the originality, reliability, and 

integrity of the recordings. 

 

42.  The organization should ensure that the storage of the 

information captured on camera and its processing complies with 

the relevant provisions of the law, including the Privacy 

Protection Act and regulations under it. 

 

43.  The organization should verify the location and manner of storage 

of the information captured and processed by the camera. 
 

44.  The organization should check with the vendor/ manufacturer if 

it has access to information recorded and processed by the 

camera. If so, and if there is no choice to use such a camera, it 

is suggested to ascertain what uses it can make of the information 

and who can make the use. 
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45.  The organization should periodically conduct an investigation to 

detect attempts to leak sensitive / confidential information using 

the existing sensors in the camera. 

 

 Ongoing Operation  

46.  The organization should ensure timely deletion of information 

that is not required for routine work (Data Minimization) or 

transfer of the information to a storage system with a higher level 

of security. 

 

47.  The organization should ensure that it is not possible to delete 

or change recordings and relevant information for a specified 

period (Data Retention). In case of lack of built-in support by the 

camera system, this recommendation can be implemented by 

existing security capabilities in conventional storage systems. 

 

48.  The organization should implement security updates (patches) in 

accordance with the frequency recommended by the 

manufacturer. In general, it should ensure that the security 

update installation mechanism performs an authentication and 

reliability of the software component before the actual 

implementation. In this case, the organization should get contact 

information from the camera supplier/ manufacturer's 

representative for inquiries and security updates. 

 

49.  The organization should verify that the manufacturer provides 

security updates, as well as the date of termination of security 

updates by the manufacturer (EOL). If the manufacturer does not 

provide security updates, then it is advisable to avoid purchasing 

the product. 

 

50.  The organization should ensure periodic backup of the camera 

system data, including recordings and configuration settings 

outside the organization system. 

 

51.  The organization should forward the logs to the camera system 

to the enterprise SIEM system, while setting relevant alerts. 

Application examples: 

A. Using the Syslog protocol 

B. Sending an alert in the event of an unauthorized device 

connection to the camera network. 

C. Sending an alert for a relevant cyber incident. 
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52.  The organization should set up through analytics laws a camera 

diversion alert, camera removal, camera shutdown, photo quality 

damage and other relevant exceptional events. 

 

53.  The organization should conduct ongoing awareness training for 

users while reviewing possible courses of action of validity, and 

accepted ways of coping. This includes making sure that users 

are aware of the implications of photographing the work area 

such as the possibility that the camera lens will pick up sensitive 

/ confidential information. 

 

54.  The organization should verify scrapping of information storage 

media, such as a hard disk, in accordance with the requirements 

of ISO / IEC 21964, Level 4. 

 

 Tender and Contract Security/ Supply Chain Security  

55.  The organization should ensure that in tenders and contracts it 

legally anchors the suppliers' compliance with the requirements 

of a method of protecting a supply chain on behalf of the national 

cyber system. 

For more information on the subject, see: 

Supplier Questionnaire Guide to Strengthening Supply Chain 

https://www.gov.il/he/departments/guides/supply_chain_guide 

 

56.  The organization should anchor in the contract agreement that 

information storage media, such as a hard disk, will not be 

returned to the supplier/ manufacturer. 

 

57.  The organization should define an orderly and immediate process 

of changing passwords at the end of an external party activity as 

part of the work procedure. 

Example of implementation: At the end of troubleshooting, an 

immediate procedure will be performed to replace all accounts’ 

passwords to which the external support factor has been exposed. 

 

 Recommended Courses of Action - Advanced  

58.  The organization should verify that the camera system has the 

following authority: 

A. FIPS-140-2 

B. ISO 15408 EAL 2 (Common Criteria) and above 
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59.  The organization should verify that the analytics mechanisms are 

immune from conventional attacks against artificial intelligence 

algorithms. 

 

60.  The organization should make sure that in sensitive processes 

(such as face recognition) the camera system uses passive and 

active methods for Liveness Detection. 

Examples of implementation: 

A. Simultaneous use of two independent cameras and/or a focus 

mechanism to distinguish between a three-dimensional image 

of a person and a two-dimensional image of a person 

(projected or printed). 

B. Integration of an IR sensor in the camera, to examine the 

difference between the expected level of return from human 

skin, and the expected level of return from synthetic material. 

C. Simultaneous use of an optical camera and an active IR 

camera, while examining a biometric fit and the level of 

temperature difference at random reference points in the 

human body. 

 

61.  The organization should ensure that the analytics mechanisms 

used for the benefit of person identification processes meet 

accepted standards for examining immunity to attempts at 

impersonation / forgery. 

For more information, see: 

ISO / IEC 19795 - General Standard for the Examination of 

Biometrics Systems 

ISO / IEC 30107 - Standard for the examination of the mechanism 

for detecting forgeries in biometrics systems 

 

62.  The organization should assign dedicated POE communication 

switches to the camera system. 
 

63.  The organization should ensure that access to the API of a set of 

recommendations is done through a security component from the 

Positive Security saddle broker. 

Application Example: Using the GW API. 

 

64.  The organization should ensure that the traffic of the camera 

system uses two independent encryption layers. It is worth noting 
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that this recommendation is particularly essential when the 

shackles pass through public areas and “fence areas.” 

Application examples: 

A. Using the IPsec and TLS v1.3 protocol. 

B. Using protocol (IEEE 802.1AE) MACsec and TLS v1.3. 

65.  The organization should perform continuous monitoring of the 

telemetry of the camera system. If necessary, an external service 

provider can be used for this. 

 

66.  The organization should ensure that the manufacturer provides 

each version with an up-to-date SBOM, in accordance with an 

accepted and up-to-date format. 

Example of implementation: 

The manufacturer will release a SBOM that uses the SPDX format 

for each version. 

 

67.  The organization should ensure a one-way information transfer 

from the camera array to sensitive work complexes. 

Example of implementation: 

Use of a one-way data diode that meets the requirements of 

accepted standards 

 

68.  The organization should verify the immunity of the camera array 

and sensitive work complexes against electromagnetic pulse 

(EMP) attack. 

For more information, see: 

Electromagnetic Pulse (EMP) Protection and Resilience Guidelines 

for Critical Infrastructure and Equipment v2.2, National 

Cybersecurity and Communications Integration Center. (February 

2019). 

https://www.cisa.gov/sites/default/files/publications/19_0307_CIS

A_EMP-Protection-Resilience-Guidelines.pdf 

 

Table 6:  Recommended Courses of Action – reducing cyber security risks in video 

surveillance cameras. 

 

The process of purchasing and implementing the camera system should be 

closely monitored by the organization's legal counsel, in view of the possible 
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implications for the privacy of users and the general public. 

 

Since it is common to see in organizations that the security camera system 

launches into a building control system (BMS), the organization should include 

reference to this issue in the construction of the security envelope. 

For more information, see: 

Reducing cyber risks in building control systems. (October 2020). 

https://www.gov.il/he/departments/general/buildingmng 
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The organizations should consider integrating biometrics capabilities in the 

camera array seek prior consultation with the identification unit and biometric 

applications in the national cyber array. 

Contact details of the identification unit and biometric applications are available 

at:  

https://www.gov.il/he/departments/news/bio_contact 

 

7. Appendices 

Appendix 1:  Reducing cyber security risks in video surveillance 
cameras 

Purpose of the Appendix:   

To show the reader how the document was developed, and indicate who was 

involved in the process of writing and giving feedback on its content, to ensure 

transparency in the process and due discovery of everyone involved. 

a. How the document was compiled – market survey / syllabus / global 

comparison 

1) Study of global documentation / standards such as NIST and ISO (main 

examples are given in the document under “Applicable Documents”). 

2) Study of accepted publications in the field (main examples are given in the 

document under “Applicable Documents”). 

3) Feedback from the public to drafts that were published: 

a. Mr. Tuvia Kfir 

b. Mr. Gadi Bar-On, CEO of securiTech Magazine 

c. Bynet Application Systems Ltd. 

d. Ledico Safety and Security Systems - Ledico Ltd. 

8. Abbreviations and Acronyms 
Abbreviations and acronyms used in this document: 

 Term Explanation 

AES Advanced Encryption Standard 

ALPR Automatic License plate Recognition 

API Application Programming Interface 
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 Term Explanation 

APN Access Point Name 

ATT&CK Adversarial Tactics, Techniques, and Common Knowledge 

BMS Building Management System 

CCTV Closed-Circuit Television 

CERN Chemical, Biological, Radiological and Nuclear 

CI Cyber Intelligence 

CPTED Crime Prevention Through Environmental Design 

CSA Cloud Security Alliance 

CSO Chief Security Officer 

CSRF Cross-Site Request Forgery 

CTO Chief Technology Officer 

DPO Data Protection Officer 

DVR Digital Video Recorder 

EAL Evaluation Assurance Level 

EAP Extensible Authentication Protocol 

EMI Electromagnetic Interference 

EMP Electromagnetic Pulse 

EOL End of Life 

FIM File Integrity Monitoring 

FIPS Federal Information Processing Standards 

FOTA Firmware Over-The-Air 

FTP File Transfer Protocol 

FW Firewall 

GPS Global Positioning System 

GW Gateway 

HTTP Hypertext Transfer Protocol 

IEC Inclusive Engineering Consortium 

IEEE Institute of Electrical and Electronics Engineers 

IoT Internet of Things 

IPS Intrusion Prevention System 

IR Infra-Red 

LPR License Plate Recognition 
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 Term Explanation 

MACsec Media Access Control security 

MIL Military Standard 

MiTM Man-in-the-Middle Attack 

NAC Network Access Control 

NIST (US) National Institute of Standards and Technology 

NVR Network Video Recorder 

OOB Out-of-Band (Management) 

PACS Physical Access Control System 

POE Power over Ethernet 

PQC Post-Quantum Cryptography 

PTZ Pan–Tilt–Zoom 

QoS Quality of Services 

R&D Research and Development 

RAID Redundant System of Independent Disks 

RBAC Role-Based Access Control 

RF Radio Frequency 

RS Recommended Standard 

SBOM Software Bill of Materials 

SDP Software-Defined Perimeter 

SIEM Security Information and Event Management 

SNMP Simple Network Management Protocol 

SOD Segregation of Duties 

SOTA Software Over-The-Air 

SPDX Software Package Data Exchange 

SSH Secure Shell \ Secure Point-to-Point 

SSL Secure Sockets Layer 

SSRF Server-Side Request Forgery 

TFTP Trivial File Transfer Protocol 

TLS Transport Layer Security 

TPM Trusted Platform Module 

UPnP Universal Plug and Play 

USB Universal Serial Bus 



 
CYBER ISRAEL 

Israel National Cyber Directorate 

 
32  

 

 Term Explanation 

VMD Video Motion Detection 

VMS Video Management Software 

VPN Virtual Private Network 

VSaaS Video Surveillance as a Service 

XSS Cross-Site Request Forgery 

ZLID Zoom Laser IR Diode 

Table 7:  Abbreviations and Acronyms used in the Document 
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